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(57) Bv using monitoring data, feedback da;a. and 
pooling of failure data from a plurarty of electronic de- 
vices, real lime failure preaiclion and diagnoses of elec- 
tronic systems operating m a network environment can 
be achieved. First the d. agnostic system requests 
(S110.S120) cata on the state ol a machine and/or its 
components and collections thereof as part of tne ma- 
chine's norma; operation Secondly, real-time p'occss- 
mg (S1 60) of the oata eitnoi a: the machine site or else- 
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observes to view t^e diagnostic information ana/or »e- 
qtirea a:::ion lo repair inr. fail jre Fytrennore interro- 
pf-' o'i pithm inn n^it. NI.-4I e'cci 1 o n, c system o i ada- 
■a Jrt^c conMi'-inc uV.'i or» similrt' clccttonic systems by 
the diagnostic server allows the diagnostic server to re- 
fine ongma diagnoses based on this population data to 
achieve a comprehensive failure prcdication/oiagnos 
mg system 
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^oscflption 

[C031] T -:s nventic" rc a!;!s to the fr/iufo predict en aiagnos s and remediation of a^ 2 eet'o^ic system n a d str«c- 

[0002] Current J a:; r tcst:c systems use to ephori? : n es 'or t'ans^ittrq data enq natire ''cm an electron. c system to 
, emote .oeatio* s c^oto .ccat on p-ocossos ino rformat-on rcceved 'rom the electronic system for Jotermmng 
r. \a uro diagnosis o! tr*e Jjccrrj-c system ^or sample, in U.S. Patent Nos 5.323.834 h 7?.7 2bB 5 7/fi /91 
5 757 5*4 5. 568 6"! 8 and 5 459 552 all o f wh ch are incorporated herein by reference in ther entirety various tech- 
r ;ques of remote interactive communicaton are d.scussed For example some ex sting systems use rctwo'ks for 
f a 'ur?. p-ediction whore their a:agnos:s is oa^cd on queuing data in the form of a network dev.ee merino, omen! m'or 
rMtion base (ViB) Olh :r systems perform 1 emote d -;gnos's by collecting information from the managed device via a 
nctworK in csponsc to spec.f c commands 

[0003] Wh ie cxislmg systems and methods a'.ow lailurc aagnosis at remote locations the systems f ai; to uUvc the 
versniihty aftorde d by a network environment havirq a plurality of interconnected electronic systems Aceo'dingiy. the 
systems ara methods of this ;nvcn:ion tnlcrconncr.l a plurauty of electronic systems "hose eicctron.c systems are 
connected to a diagnostic seivcr which receives data from the one or more electronic systems This data can be as 
•-ijd'menta'v as maenme operat.onal status to highly complex data that could, for example, indicate a particular com- 
ponent ta.L.re or be used for future failure prodiclior arafyscs or for scheduling of routine maintenance Also the data 
c l . * r. \n- bas:r hs -1 st f, y:C co-rponcnt's op-o'f :i !a lo system level rneasuremanl data such data oe.nu, collected 
r acvct-i. j/Vcmi cpo'alioiM ' uuOvfb o f the Jcvu ^ ijcn i-otmal failed, diagno^lk: iimp-alung ui li e iko This 
U-.td -i! ows for Ih j determination ut system litu'ts rind prov.des lor the initialization 0! corrective o r repd.r aut'on 
[U004] The uiaqrost c server controlling dnd anc*'y/ ng the data received from the one 01 more electrons systems 
determines an approonale act.on to Mko in rc^oonsc to this data. This determination can te based on a dii ect correlation 
of tnc rcccivcc data f r om the c^cc mo'c electronic systems to an appropriate remedial action, or alternatively dcivcd 

^ trom a catabase that stores infomation for similai systems »n :he network Thus, with the combination o f resources 
avaiiaolc trom the one or moro electronic system.- .ind the wealth of information avaiabie to the a-agnoslc server 
through the monitoring of data transferrea dnd stored from all the electronic systems in the networ*. as wol, as from 
secondary sot.rcns d hghiy ro' aole actior o r rr;-pc>n*c can oe generatec in response tc the in f ormation rece ved from 
ana/or stored about tne one or more electronic sys cms 

w [0005] Having aeterm ned an appropriate action to take based on at 'east one of the data received from the cne cr 
more elccircnic systems and'or population cata received and stored from the other electronic systems, the diagnostic 
server aeterm nes an appropriate routing of the action request This action request is forwarded to an appropriate 
vendor a service provider avenaor a paris/consuriHOles suopiier. and/or to an autonomous repair agent For example 
assume the systems and methods c' this invention ,:ro operating in a networked environment where networKCd primes 
are :ne oicetronc systems Trie diagnostic server having knowledge that the printers require a certain component to 
do enanged once a oagc count reaches a tnrcshcla monitors the electronic systems, e.g.. the prmtcrs to receive 
diagrcstic data ^responding to th;s threshold Cnce the threshold is reached the diagnostic server generates a 
request which could then be automatical forwarded to. for example, a parts/ccnsumables supplier The oarts/con 
sumables supptie*" having receded the request could automatically forwaro the necessary replacement pan(s) to the 

■to location where the networked printer is located 

[0006] Alternatively re diagnostic server car send the appropriate information tc the electronic system to initiate 

Cciib.atisn ot tnc ei-ctron.c svstnm 

[CG07] Auutiioii.iiiy uu iijpiv.v>tiUL:u ,iuu v*ii.u tiic oyci^ini> duu iitutituus u' iin^ i.ivuiitju itioy oaioi hi uiiv»iui»- 

mDnts where one or moro network secur.ty features are present, such as network firewalls, the systems and mctnods 
c,:ii be modified lo ucco^ni foi tr.es^ network i>L.wanty features without affecting tne opcrationdl chdiacte.'istics of the 



[0003] 'T'?;'-.-"^ ^j^--'h^;;n!!h.,; nvc»*"!-»" r! P cv.tp d agnos* c p r ed cV.nn fi^rnzr* anil romr-ii a'. r»n =ervcrs 
fo- one c more niOTconncctca electronic systems 

[0009] Tne invention separately p-ovid^s systems and methods for acquiring and processing a variety of data in- 
Cud'ngcomooncnt level data syctcm level d.ita ;ob level data and event level data from one or more electronic systems 
lo facilitate f aiui r c p-cadion dinqnos.s a M o romeoiation. 

[0010] Tms 'nvcntior separately p-ovides systems and methods tor determining an appropriate action based on data 
rcce ved f'om one a r mo r o electronic systems 

[001 1] This invent. on separately o r cvidcs sy-lems and metnoris tnat generate an action request in rosoense to status 
information received from one or mo'o electronic systems 

[0012] Th.s invert, on separately provides sysUr s and methods that a'low for the generation and -outinq cf data to 
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far !ate Miiure prorfct.nn remoaiaton ai~d ciagnosis in an electronic system 

[0013] "his nvent or seoarateiy p r ov des systems and rrcthotis that alow aulcmal:;. scheau! ng of se'vice pa'.s 
ard or consumaoics \c be o r cv;ced to an electronic system 

[03141 "n.s nvent on sepa r atcly provisos systems and methods that allow a^iomatco remediation of faults c^cr 

5 rcmp ctcly or parliaiiy w th or without *^uma r - nterveruor 

[001 5] "he invent on separately p-ov des systems and methods thai allow electron c systems to be intei rogatcc ard 
CL-nif-i cd remotely eve- a network for the acquisition of data 'or use in failure predict on diagnosis ano/or remediation 
[0016} "h.s invent on addt'onahy provioes systems and methods 'or usrg lho pooled formation received from a 
P u'a ;:y c' oiectrcn.c systems to oavclop and oor.ve addhonal prediction, diagnoss ano remediation methodologies 

'J a r d comonl fo r the electronic systems 

[001 7] 'his invention separately crovidos systems and methods tor the presentation of the results of the fa iurc 
p'Cd.jicn. diagnosis ard/'or remediation. >ocal!y or remotely, sucn as foi example, on a computer user interface va 
c-ma • a paging service a cellular phone, a web page 0' the tike 

[0018] The diagnostic systems and methods of this invcn.'on use a combination o' sngic device monitoring drdta 
7 > pc puia: on oata and lecdback information to Determine an aporopr late action in lesporse to status nf ormation reccivca 
!iom the one or more eectronic systems Speci'icatiy based or one or more of an appropriate action determined by 
* diagnostic sc^ev and the transmission of specific data types oneclly or indirect y :o one or more of a service prov dor 
arci'O' pa'is/consumab es supotier the appropriate assssiancc. repair, parts a r d/or suoplics a r c provided to the* ccc- 
'.ronx byslerrus) which is preoicted to fail or has failco 
-0 [0019] Tmusj anu ylh.jr fentuies and advantage^ of this mvcn.ior arc aesenbed in o» arc apprirunt from the f o!lowii\j 
doia cd ooscr ption of the prclcreo embodiments 

[0020] The prefcimd embodiments of th:s invenhon will oc doscrtoed in detaJ wr.h reference to the follow ng figuics. 
wi cc n 

Pig i is a lunct'ona. block diagram showing a first embodiment of the diagnostics system according to this invention 
Fiq ? i ijsltates an exemplary data flow diagram of the systems and methods of this invention; 
Fig 3 i lustratos a v,ork Uew diagram snowing an exemplary operationa 1 environment in accordance with the sys- 
tems o' this inveriion 

Fig 4 is a flowchart outlining oncexemplary embodiment of the method for diagnosing electronic systems according 
Jo to this invention, and 

-ig 5 is a llowcnan outlining a second exemplary embodiment of the method for diagnosing electronic sys'.cms 
r.ccord ng to this invention 

[0021) "he systems end methods of this invention by acqu nng. processing and routing a variety of data types 
35 beiwccr a plurality ol seivice/part suppliers and/or o~e or more d agnostic servers and secondary rnlormation resources 
is rtble to effectively predict diagnose, repair schedule and/or ship service and/or parts to the one or more electronic 
devices connected to the network Furthermore since the elecl r onic devces. oiagnostc sever and pans and service 
providers a-call intciconnccted the system is capable of pooling diagnostic data received from tnc plurality of ciect' onic 
sysicms to provicc a richer database from wnch failure prediction analysis can be generated By combining the rich 
J 0 resources available to a diagnostic server, a reduction in service time and parts acquis ; t'on time is achieved This 
reduced service time a*, nasi t:ar.s!atos directly to maxim ?:ngthc uc-t me o! electron. c systems by accurately predTti^g 



ji u.rjgnocl.c server 100 one or n ore nior.kuruu eleeluiuc sybionis 2C0. one omiiuic lh.ru po^y &ei vio*j piuviJcts 300. 
ore cr more value addco service providers 400. one or more pans/consumables suppliers 500. and one or more original 
ccu'pmcnt manufacture t OEM) service providers 600 ano one o: mo: c secondary knowledge servers 700 The various 
components of ti:e d.acjncslic system 10 a:e interconnected with i.nKS 50. to one c; more networks ?5. acciUcna! 
e^rtU'r es.ruh seivcis t me c: cmc: electronic systems. 

[0023] Tnc network 25 can be any one of. or combmat-on of a direct serial connection a oistrioulca network sucn 
50 ^ Hr ,ntranet a local a»ea network, a metropolitan area network a wde area network a satellite commjnicaticn 
netwot K ar in'rareo commumcatior network the Internet, o-' the Iikc 

[0024] Fu<lnermorc tnc links 50 can be a wired or wi'clccc link or any otnc known or ,atcr ccvclopco elements) 
tnat capr.btc of sueolyirg e octron.c dal-4 to and from the connected elements 

[0025] The a-agnostic server 100 comprises a memory 11 c. a corliolie- 120. an I/O interface 130. a data acqu-siticn 
$5 circu'i 140 H prediction/oiagnostic crrcuil 150. a rcpai: planning circu t 15b an autonomous repai* circuit "75. a dn'.a 
pnnnng rirrinl 155 a routing circuit 160 and a nataoase *7C. a:! inlerconnected by Iihk 75 

[0026] The one O' more monitoree electron c systems POO comprise a memory 21 0 a control cr 220 an I/O mlorface 
230 rsnd upiiuiM,.y one or more of a d aqnositc disp ay 240 a suitus information ci'cuu 250 a prediruop/ d agnos* c 
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c- c, ■ irar srrwr) ana an automated repair e.rcu • mot s h ow°) al interconnected by I.r* 75 

;0027J "ne one or more '.tuci pa r tv service -jrav.deis 300 comprise a memory 3^0 a c^ntro'ler 32C an I/O mcilace 
320 ana a service coord ration circuit 340. aii .nterconnectea by link 75. 

"" H c one o r mo r c va.~e acoea service providers 400 comprise a memory 410. * co^fclier 423 a prediction/ 
5 aaqrostic ecu 1450. a repair p:ann ng ci'cuit465. an autonomous repair circuit 475 an 1 O interface 430 andascvice 
coo'd: nation c rcuit 440 an interconnected by I nk 75 

[0029] T he one or mo r e oarts/consumaoies supptiars 500 comprise a memory 51 0 a controller 520 an uO interface 
530 ana a oarts coordination circuit 540 all interconnected by link 75 

[0030] The one or mere OFV service providers 600 compose a memory 610 a controller 620. an ./O interlace 630 
V' and a service coordination circuit 540. ail interconnected by i:nk 75. 

[0031 ] The one or mco secondary/ knowlecgc servers 700 comprise a memory 71 0. a controller 72C an I/O interface 
730 and a sendee coordination circuit 740. a! interconnected oy link 75 

[0032] It should be appreciated the I nks 76 can cc any known or later developed wired or wireless !in<s o r a data 
n„s t n a! s CdOrib e of sjpc'ymg electronic data :o and from :he connected elements 

[0033] In opcalon t^e one or more mon.tored electronic systems 200 generate status information eg., control 
dnlrt process aata and diagnostic data dur ng the course of operation. Spec ficatiy during the cou-sc ot operation 
nrd n conjunction with the cont'Oilcr 22C and the memory 210. the status information circuit 25C generates statLS 
.nioimation pertaining to the operational state of the one or more mon tored electronic systems 2CC For cxamole this 
status information can be as simple as an or/off sir/. us of the electronic system to highly specialized data whicn could 

:c f 0 - examule. pertain to lemi/atiun o f one or moio cu.nporems within the system which have actually failed iVoieovei 
t'ic data ccuic be as simple as a single componoi t on-off data to system evel measu-emcnt data Specifically the 
data can include but is not limited to control data such as commands issued by system and subsystem contro lers 
scheduling and timing oata set point and actuator data, sensor data, state estimate data and the tike d agnostic data 
such as fault counts error counts, event counts, warning and ntcrlock counts, calibration data, device set up data 
h.gh frequency seivice item information, service history data, machine history data and the liKe. environmental data 
such as temperature and humidity data, machine ui.age data machine configuration date, valuo-addad d agnostic data 
sixh as trend information, component signatures, q ual tat ve state estimates, quantitative state estimates, and the like 
AdniiionaHy 'ho oata coald be gencratee as part o f the normal operation of the device or m response to specif.c 
nierrogation r.nd contro commands issued by an externa! agent. For example, in the case of printing sysiems the 

'T data coatd also include job levc data such as number of pages in the job the type of madia used the si/e of the job 
(no printing options the finishing options the number of pages actually printed the number of images actually proc 
essed and the like. Moreover tne data cou'd be acquired in various operational modes of the device including, but 
not limited to normal failed diagnostic limp-alonq. or the like For example, the systems and methods described n 
L> S Provisional Application \o 60/154 016 incorporated herein by reference in its entirety, could be used to actually 

^ determine local systems faults in a particular electronic system. Additionally, the systems and methods described n 
copending JS Patent Applications 09/450.185. 09/450.183. 09/450.182. 09/450.181. 09/450.180 09/464.596 and 
09/450 * 77 incorporated herein by reference in their entirety, could a so be used in con unction with the systems and 
methods of tnis mvent'cn However it is to be appreciated that in general any method of assemb irg information per- 
tanmg to the electronic system for forwarding to the appropriate destination will work equally well with the systems 
and methods of tn<s invention. 

[0034] Having determined the status information for the particular electronic system the status information c rcuit 

■ ,r,r. 'r.r ."";»*.■;*••; ,*n /u;:; ;;on. ;::v i.rr;; m;:ui::itj;r;-j vsa .jilt uaiuuu:af Cu::mil.u;:j;: -j: t::u :: .v iii'-jcu uwj^* v ■ • 

v.L'.'S !' ujfmi': o r ci -u " .'*:iC t.u^uj io'wani a*i or ci uurifon of ihe siat-i3 in'oimaiion 10 tne cl aCj'OSl'C display 'd^'O cr 
c -i « — -v , — ~ ^ ~ f r «*»w»*w,««t»t*^i- • . i r\r aika/ c ^ n ty c ^ 'ho "ct'.vc 1 ^ *~c r oxr^^plo n^ie d'a^^es^'C 

a-spiay ?4C could be used to determine the operational status of the monitored elecfonc system 
[0035] The diagnosis server 100 having received the stalus information from tne monitored electronic system 2CC 
: cjies the status .nformalion with tne coo^era!' f,n of ? n e 'pterfacp 1 30 ihr* rnntiniior ipo and the rromoty 110 to 
the data acaus;t,on c rcu't 1-0 v:a l;nk 75. The d-ita acquisition circuit 140. in coopetat»on witn 'he cont»oiler 
•»o fonA/ards a copy of the status information to the database 170 and to the prediction/diagnostics circuit 150 Thus, the 
database 170 has the caoab:lity o f storing status information penaimng to the plurality of monitored electronic systems 
200. 

[0036] The prediction/diagnostics crcuit 150 receives tne status information from the monitored clcc/onic system. 
Based on the content on the status information the prediction/diagnostics circuit 1 50 performs certain operations. First. 
™ the preoiction/diagnostics circuit 150 makes a determination as to whether the status information indicates that the 
electron c system has failed or is predicted to fail based on a prognostic/diagnostic analysis of the information or 
whether adrt.tional tests or data are required to make the determination. If additional data is retired this data is 
acqu rea and processed to determine if a fa lute has happened, or is impend ng Next if a failure is detected or is 
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st.sprcted tne repair plan ngei'cu 1 165 doterm ncs a co:irr.ive repair acticn -c> example .r an env ronmer! vthntr 
thj no^itciod election c systems arc pr.ntcrs Uvs status aa! ^ could correspond to a printer cor o» ether 'nfoir~at.cn 
l~a: is cnttcal to its ^on-ooeraticnai status In genera! this status data is any data thai :no;ealcs tne one o* more 
electronic systems have tailed ano any addit.oanl re;ateo cev;co status ntormaton During th:s aagnostc analyse 

s» one or more scconoa'Y Knowleoqe sources 700 can be accessed to acquire aaoiiiona! ir'ormat on and or expertise 
[0037] The prcdiction'd.agnostics circuit 150 dcterrr nes (the status informatior is "prcdietm' or 'diagnostic" infei- 
mattor Prediction informatior is defined as any status information wh ch is pertinent to detcrm nr.q vnetner an acfon 
shouc cc taken to avoid a particular impending oulcomo For example, again m the illustrative embodiment the mon- 
itcieo electronic systems is a pi irter II the status intormat'on corresponds to information rclat'^g to a oamc Jla r tnrcsh- 

ic o'a tn s prediction informatior can be used to he p avert a priittcuia* failure rn the electronic system Acco'drqi^ the 
p r ocrt on/a agnostic cucjit '50 orocesses the prediction infomaton in accordance wtn a n^moer of protocos The 
p-cce: nrd'O! a.agncisl c ana!ys.s can be oasca on a v«-.r cty cf analysis techniques inctuoing out not 1 m>tcu to 
lh os M o:u analysis slat st;cai analysis signature analyss trend analysis t mmq analysis event sequence analyses 
patten analysis maye pioccss*ng teenniqucs quantitatvc and qualitative state estimator techniqjes modd based 

'5 d agrostic technologies look-jp tab'es neural network based analys s lu//y logic based analysis a baycsian ne!wor< 
a causal network a ru'e based system, expert systems and otnei roason.ng mechanisms. 1 his analysis can bo basca 
or in'ormation storco in the oatabasc ^or example in the c^se of tbresholc analysis, the preciclion/diagnosttc c rcu t 
150 can compare the aevice status .nfcmation to status in'orma'.ior n database 170. where the oatabase 1 70 contains 
inlormalion such as m r eshoIri values event counts error courts. lauM counts or other f ixed values vvnu:h citnc-r »"d c< e 

~o d iniiuiu 01 figgci a firfc uclailed oiognostic analysis. Alternately, processing of lhu prediction, information Crtn com- 
prise with tne cooperation cf the cata ooolmg circuit 155 the query ng cf dataoasc 170 for sirr.iar status infoimatrcn 
received trom one or mere oi tne other monitored electronic systems 200. This storeo status information can be jsc d 
t n combination w.th the current machine status information to aid ir ihe prognostic analysis Finally, the prediction/ 
ciiagnosiicc rcuit 150 can also use a combination of fixed comparisons and data pooling to amveat a given cone usion 
Again one or more seconoary knowledge and/01 informal.on sources can be accessed and integrated to improve the 
•olaibihly ol tne p r ognos:ic analyse 

[0038] Once mo analysis of the clecfonic system is performed tne mpair planning circuit 1 65 determines an appro- 
priate action in response to the received status information Hhv ng determined an appropriate action the routing cm I 
160 in cocpe'Htion with the controller 120 anc the I/O interface 130. routes the action request to the appropna 0 

3C service rcoaii and/or pals/consumable supplier or to an autonomojs repair agent 

[0039] Furthermore, it is to be appreciated that the diagnostic server can enter an "automatic repair mode " in th s 
automatic repair more, instead 0! routing an action request to a particular sevtee and parts/consumaole suppl ers t^c 
diagnostic server can forward command and control signals oack to the electronic system. Thus if theelectronicsystem 
has encouriered a fault such as a need for recalibralion the diagnostic server can init ali/e an automatic repair sc- 

35 quenco oy sending the appropriate control signals back to the electronic system. 

[0040] Table 1 illustrates an exemplary status information and subsequent action request that could oe received from 
the one or moic monitoiec clccfon c systems 200 
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STATUS INFORMATION 


ACTION 


RECIPIENT 


Printer Page Count 


Checlw Threshold - 
Request 

Service/ Consumables 
as Appropriate 


Consumables Supplier 


Toner Low 


Request Toner 


Parts Supplier 


Component Failure 


Request Replacement 
Part and Service Call 


Parts Supplier 
Third Party Service 
Provider 


General Failure 


Scrvim Request 


OEM Service Provider 


h'nvironmental 
Condi t ionr 


Pool Uatd 


N/A 


Customer Replaceable 
Unit Failure 


Request Part 
Direct Customer to 
perform Repair 


Parts Supplier 
Customer 


Poor Image Quality 
(In case of Printers) 


Perform automated 
system set-up 


Autonomous Repair 
Agent 


Redundant Component 
Failure 


Re-configure system 
to work with normal, 
redundant component 
Request replacement 
part 

Request service call 


Autonomous repair 
agent 

Parts Supplier 
Service Provider 



[0041] having determined an appropriate action .oquest the diagnostic server 100 forwards tie acton request to 
the appropriate service and/or parts/consumabbs supplier and/or to the device itsel* vi* linK 50 and the network 25. 
The appropna:o service ard/o r parts/consumables supplier then either schedules a service and/or ships a part based 

-5 or tnc rcccivea acuon request In the case o* autonomous repair, me autonomous repar agent 175 performs the 
necessary 'cpa.r action. In aodition. the repair action taken may be logged n the database 1 70. 
[0042] For example a Uvrd pany service provider 303 could be used for proviaing routine service or maintenance 
within a given geographic area of the one or more monitorca electronic systems In this illustrative embodiment, the 
th-rd oarty service provider 300. would receive, vm link 75 and the I/O interface 330. the action request In cooperation 

so with the controllc 320 ana the memory 310 the action request would be forwarded to the service coordination circuit 
340 The service coordnat on circuit 340. hav rg rece ved the action request, could for example, automatically sched- 
ule a ccvico cat- fcr the r.'.cc'jc-'xC 3V3lCjT.. rr.m^oiritt-iy diSoat^h * sciv.ee icciiniuan to ine ."ircimmr: *ystom an-t/ 

(c-^ucsi io ir:e vmue rtuu^c scrv.ee provider 4uo trio action request s ronton vis link ^o ^nn outworn ^ vh'l'O 
added scrv.ee p-cviuer 40C As w,'.h the third party service provider 300. the value added service p'ov de r 400 receives 
'. M c rfjlicf! r2q«j«. vi.*!::;:\ .'t h: -J I/O im«:fa*.e 43C .n cc-ujjcrajon w.i'i meniury 41 0 anJ ine conlroLur 420 ;itt^e 
:.,?:v.c»: cocc C» I 440 The scviu. i.uu' jii niton uiuuil ^40 then apoiocriatey scneau.es a servrcc carre- 

L^uMjmrj !w :rc: rcrc v»:a . :t;~- iccaaX A!iuin&lc v. i»"0 vr.iuO rtJueu auiv;ce provide: 4C0 cou d aerfcm aaa I o^a' 
OJagr.or/iC.pro^r.ostiC ana /sis based on the statu* m'ormatiori ara/or data rcccivea Furthermore the value-added 
service provider coulo further irtcrogate and contro the device aro obtain adaitioral data to be used to facii tate failure 
prcdicticn diagnosis and or iCTcdialion through trc use of ore or more of the prcdiction/diagrostics circuit 450. trc 
'ooar planning c.rcu.t 46b and trc autonomous repair c.rcuit 4/5. as p'ovous'y d scusscd. 

[0043] A!:ornrit:veiy if the action request is for a part eg a replacement part or a consumaoio eg. a toner c^nrdge 
: : - the riutiun routes: \c 'evwa'ded vn unK 50 anJ network to the parts/consumable supplier 500 Tre paits/consurndb o 
supp ior 501 rav rg received me act on request nvc I n k /5 a^d v:a the I/O interface S3 1 .*) forwards the actior rec jest 
to the parts cooro nation ci-cu;! 540 with the coopo.ation of the controller 520 and the memory 510. The pans coorai- 
rat on c rcuit 540 comprises the recessary architecture to schedule shipment of the pal and/or consumable to the 
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par! Cu!a' electronic syj.lem f-o r example the parts cocrn r r -cuil h40 can asscc a!c the ac!:un 'Pujcf! w in a 
locrtVO" address cf nc c oclicn c system the number o' rcqjirca pais and the pan" descriptor Usei' Furthermore 
the Darts cco-d nation lvcji! 540 cou d also ftLlemalca'Iy sccdjlc the snipmcnt o' tie one or mere parts and cr 
ccns.imab.es to tnc electronic system 2C0 Furthe'mo:c tne partS'CcnsurraDto supclier 5C0 can corrmun catc *Mh 
the ore 0* tc*c service prov dcrs to app'opnatcly route tnc parts and or cens^mabie as neeaed if a service s r.. ; o 
nceoed n conjunction wit r the part. 

[0044] For examole assume a particular component on an electronic system has tailed T he diagrost.c server - CO 
routes an action request fcr sewicc to ihe value added serv ec provider 400 and an action rccuest fo r h replacement 
prM to t r e :irtrt'CC~sunMb.e supplier 530 Hnvirg determined t-at the particular pa»:/consumable is not immediate y 
«\.*\\nr. o vd has bee" placed on bacKO'acr the part^consunacjlc supplier 500 can ccmmunicf.tc with the value added 
M_'vice prov der 4CC mjcatirq tnat the installation scrvce ^cca be put on hold ^t I the part arrives Then upon a 
ULto'-Minntion trv.t the jail is available tne part'consumaco supplier 500 ca~ further communicate with the v«Le 
dCUCu service provider 400 ndicatmg tnat the value addec pcvice provider 400 can schedule the service date fo' :*c 
electron c system. 

[0045] AadttionaUy an action >equcs: can be routed to a^ Or gina! tqu pment Manufacturer % ObM) service provider 
bL i U " oi example if tne nature o' the scrvrce request requires a n ghly spcciali7ed technician cr perhaps. » f the actio 0 
request can be satisfied by a warranty rcaai-. the OEV) sen/ cc provdei may do the appropriate entity tor routing of 
the acticn icqucst As w,t H the other service provicers ttie action request is received via network 25 and link 50 va 
I/O iri.or'riCj 630 *nd with ihe cooperation o' the controller f?0 and the memory 610. a! Ihe service eoo*dmat;on 64 C 
-"J Thu >l-v coordination 640 tneii apprOLna'cly scheduler -. scivcc date for the electronic system uasCU or. the re- 
ceived r.ctior icqjest 

[0046] II should be appiecated that wh le the routing of action requests has been describca in relationship to par- 
ticular scrv cc ana parts/ consumable suppliers that any combination of one or more of the serv.ee providers and/or 
p.iUG'consumuiOlc nuppi erDCAP oe usoa as appropriate for the particular embodiment in which the diagnostic system 

^ ir irr:.il:cd Therefore n general the diagnostic system is capaolo of communicating with one or mote service and/ 
or pn-ts consumaoie supp or? to schedule an apompnatc rep nr service and/or part/consumable shipment as needea 
[0047] F g ? lustratcs an cxemp ary data flow that car crc k ;r eetween the one o» more electronic systems and the 
vann.is systems anrimr pais suppliers shown in Fig 1 For r.^vmpie the diagnostic oata includes "raw" data suc n as 
bul not l mited lo I/O signal crata o g data from inle Iigent inputouipul connection chains serial command bus oaln 

30 opc-Htional cond.t ons. such as temperature humidity or the Ikc basic diagnost c data such as fault counters ca i- 
brahon data a high Irccucncy service Horn data scivice history, machine history, or the like that are typically res'dcnl 
in memory or the Ikc The s nq e machine value-adeed diagnostic value incUdes but is not limited to. component 
siqnaiuies arising as a r dsuII of performance threshold analysis, signature analysis, statistical analysis trend analysis, 
rate analysis l.ming analysis event sccucncc analysis pattern analys.s on the raw data qualitative and/or cuantitativc 

35 state estimates reflecting machine component staus i sts of failed and/or potentially failing components, or the I.ko 
The diagnostic data and machine usage data can also inc'uac al. of tne oasic diagnostic data as well as machine or 
electron c sysicm usage cntn The population diagnostic o-Ua can nclude. bul is not hm ted lo aggregated s.nq c 
machine rnw data aggregate:: s ngc mnchine processed aala failure data statistics of part performance across the 
c eclron c sysicm fleet that cwn be jsed for failure prediction successful and unsuccessful remediation histories or 

~>o the Ikc r ,naliy tne tnlcrrogat on commands a r d control signals aic reoresentativc of interrogation commands ard 
ccr.t'c; s:q: a:r passed bel.vecn one c mere scn/ ce eng:nee:c and tnc cart:cu!ar electronic system ct H er d.'icct'y c r 



re-conhquraUon comm r .nus nardwarc rc-coriiiqjration conuM^nus. and v hu iiko 

•^5 [0048] Acco-dingly. it snould be appreciaied tnat while the diagnostic system of this invention has been described 
in relation to an emcodimcnt .n which the monitored electronic system and diagnostic server anc the vatious scvice 
ard/ur pnri^conoUn.ritJ j ^-upuliCis arc each* remotely loeatee or h distributed network the systems cf thiis mveniicn 
eceru we;* eeu.i.:y w-ji n:. c: uerticr'i: tnerec: aro mccr^e: .iicu into one or rr 4 ere of ;:vj ei'ier hy=i^^'b «.* •?»•■ 
inve-ticn r or example the daiaoase " 70 can be locatec anywhere on the distributed network and. for example t^e 

so parts'consumrtDlc supp cr nno CCM service proviaer cou'0 be all locaicd on a particular node of a distributed rclwor v 
Additionally one or more comconenls of the diagnost c server cculd be incorporated into the one O' more elect? on c 
syslemc. 

[0049] \ ig 3 illj£t?atos h work flow diagram showing an cxcmp.ary operational environment and data f ows ; n ae- 
cc dnrc? the systems m e methoos of H is invention SuouifiCdl»y in btep S2. a customer issues a jod *cquest io 
a rrnch ne \exl m step 3^ tne machine completes the job and f orwaids a job identifier to the d-agnostic server Ther 
n step Stb -he roe ment lie nnd tne machine slate data are forwarocd to the diagnostic seiver database Then m slrp 
S8 the job rdnniifici anc macuno data are requested for a performance monitoring/prognostic analysis 
[0050] instep ?10 -n-j venf catio^ scnols aie aiso acau'ec i urn the ciagncsiic serve* database fo' mo oen'o^mrincc 
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-r:nn 'j* rr] and 'o;mt vnr ! cm? or. anays s \ex" in 5,!op S1? t H e machine data 15 analyzed for prognos* c proposes 
Tt::s ana.ysis ! ! :vj v^s s>: r,, p.e prueossirg sjc as cncck ng for (lags threshold an r .!yss urthol.KO "nor instepS14 
th? monitored analyss res-Its a r c forwa'dcc to tr.p d, agnostic serve- database nrd slorca Then r stop S"6 ;f ro 
except, o~ event ;s detected c q no fau!; 5 suspecxa the process ends. 
" : [CC51] nstcpS"!8 if there s an exception event ar exception event f ag is tnqqered Instep S2C 3 i'ag is set that 
mcr.to r s the eiect r onic system for tne completion 0' the r epair event, in particuia' as dscjssed hereinafter, a script 
is run that monitors the ongoing flow of daU f'om the electronic device. The scr.pt s run until cither the rcpa<r s 
completed and veri'.ed by thj script, or until a time nlerva has passed. If the script t me inter va. passes a second 
r coair event is sent 

0 [CC52] ,nstcpS2? the job machine and monitor ng data arc acquired for the diagnostics and prognostics analysis. 
Next :n step S24. the aiagnostics anc prognostics analysis arc run on the job machine and mon tor ng data. This 
involves a more detailed analysis as compared to step S12 and may involve for example, invocation of a reasoning 
Higor thm o r an expert system Additionally in step S25. a distributed cal can be made to additional servers w t n 
aiagros; cs and p'Opnostics capabilities Then * s op S26. the diagnosis analysis results are steed in the diagnostic 
scrve r aatanasc 

[1)053] In step S28 it no proolems are cctcrmmcd to cx.st the control sequence ends Otherwise in step S3C. t n c 
dctc.m.ned diagnosis cve~i and od idcnt.ftcr are acqured for repair planning. Next, in step S32. the d agnosis analysis 
results are acq^red f r om tne diagnostic server daf.oase "Hien. in step S34. the r cpar planning :s commenced, ""his 
°j!^des. m slop 335 fo r waid,nc distnoutcd ob.oct cahs 10 the repair planning portions of one or more server based 
dirtgi ostie objects, 'esident m ore or moiu seiveis Auditio naliy the results of tl e icpaii pla ining, in step S36 ate 
forwarded ana stored m the diagnostic se r ve r database 

[0054] If m tne repair planning step it is determined that an autonomous repair event is availab e. control continues 
to step S38 Tnen ir step S4Q. the autonomous rcpr.T sequence is commenced for the faulty machine. Specifically, 
n stop S42 the rcpar data is made available for the autonomous repair sequence Next in step S44. a repair dialogue 
ie> s commenced with the faulty machine ""hen in r.tcp S46 distributed object calls are made to the autonomous repair 
portions of the one or mo'e servers 

[0055] In step S48 the repair planning step determined that a customer/system administrator repa r event is recom- 
mended Specifically in step S48 tne 'dent. f cation or instructions for the customer repair, the machine identification 
ard the repair laonhfication are forwarded to the c isomer site In step S50 the active notification steo forwaros in- 
siruc.ions/n'omaiion to the customer based on a nrcdefined criteria In particular, a customer can agree to perform 
certain repairs/maintenance on-site. If the rcpar event falls into one of these predefined categories the active rotifi 
cation step S50 deie r mines tne necessary information to forward to the customer to elect the repair/maintenance 
Next in step S52. the repair action is forwarded to tne system administrator at the customer site. via. for example, a 
web page. Alternatively, or additionally, ir step S54 the repair action is forwarded to the customer at the customer site 
-5 via. for example a web page. 

[0056] Alternatively, m step S56 the repair planning step determines that external service support is required. ~l>e 
reoair evert machine idcntinor and repair identifier are forwarded to a Servce Management System (SMS). This 
system supports the scheduling and deposition of sen/ice support engineers In step S58 the SMS determines the 
appropriate service supoon cnginccr(s) to provide tne service, given the machine and repair identifiers The SMS then 
generates service request notifications to assign the engineers to the service activities. 

[0057] In steps S60 and S62 a service request notification is provided to an appropriate customer service ergireer 



[005oj Mon r»tvi 'Mr j:u^ lime? srvv c- j eng* accesses aadiiionai sevtce iniuTTVtiion rino process e;apab:!ii:es 
documentation cal' handing parts ordering, bullet. n boards, and so on. 

[0059] lnstepS66 er.hei rerrulely o r tin ouqh <-.n onsite visit, the customer service engineer accesses the electronic 
'Jev'ce to c**e r t ^ rf z?* u Add't ,rv n 5 .! , nf r » r r! H 'a* , o n r( pq'j' r ed to support the repa' r may he ^Tesspd f r o m t hfl Hi»rjnoci»r<; 
serve*' inc'^drng duv ce diagnos! c cata and dev.ee usage and service history 

*<> [0060] After the repairplanring step has determined a repair action and a vehicleby wh chthe repair is to be effected 
rt also creates a venf.cation scnot. The script embodies a computational method for determining the absence of the 
f-Uu'0 determined by trie o.agn ostic software in stcos S14 and S24. This script is forwarded to the performance mon 
itonng and repair venf cation software. The script is -un by this software and it monitors the ongoing flow of data from 
the e ectronic device "*~ne scnot is run until oiinertno repair is comp etod and verified by tho script or until a time interval 

^ has passec If the script time interval passes a second repair event is sent this time to the SMS only 

(0061] Additionally in step S6R at any time in the diagnosis process any and all informat-on from the diagnostic 
server can be forwarded to a centralized database and used as a basis for detailed analyss and futhc development 
o f paction diagnosis and remediation 
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[0062] F:g u illustrates an exemplary flowchart of onr method fm diagnosng on? or ^o<o ceclrorur systems ;~ 
accordance wlh Ins invention, whore ihc eiectron-c system ha? rdtcated a failure has cccuried Control begns n 
step SI v-C cent n^cs lo step S11C !p step SVO aa!a :s acoui'cd 'rom the e cct'onic system Next, in sice SI? } 
trejer n'ornrv.t cn and machine data arc acqurca and stored " her in stcpS13C. n h.qh ievel ana ysis c' the acqured 
5 d-.ta is ecrfo'mcc Contto. the continues to step S1^0 

[0063] InstcpS'O a Determination is made whether additional cata is required If additional data is requireo cc^hc. 
continues to step S150 where additional data is acquired and/or aod-tiona! tests arc performed to acquire add.t ona 1 
data. Coniro! then continues lo sice S* 60 

[0064] I" step S160 a diagnostic analysis s performco Next, ir step S170. the appropriate repa r action s cetci 
to mncd Tnen in step S1 70 a determination is made whetner the determined type of repa'r action is an automatic type 
'eoa ' If the determined tyee of repair act on is automatic conrc continues to step S1S0 where :he automatic rep;:r 
sea uence is commenced Otherwise, control jumps to step S2C0 

[0065] In step S200 a determination is made whether the determined type of rcpai« act-on is a customc type »epa t 
tf the determined type cf repa r action is a customc type repair, contro. continues to step S21 0 whcie the approcna'c 
n> in'ormat.on andr'or pa'ls aic forwarded to the customer anci'or to the system adm nishator Othc-wisc. confo! (Lines 
to step S220. 

[0066] :n step S*20 a oetermination is made whether the deiormincd type o f repa.r actior is a customer scvirc 
orgir-ce- tyoo r cp-iir .f the determined type of repair action is a customer service cngmeei type rcpai r control co n t'.nues 
to s,cp S23J wncre tne service requesi is initialised Olnorwiii: control jumps to step S240 whe'o rie contio! sequence 

tivd'o. 

[0067] Fig 5 iliust»ates an exemplary (lowchart of a secona mcthoc fo- diagnosing one o« more electronic systems 
m accordance with tms hventior. where tne electronic system has not indicated that a fa. lure has occurred Coniro* 
begins m step S500 and com nues to step S510. In step SS10 data is acquired from the electronic system The" n 
stop S5?0. the job information and machine data arc acquired and stored Next :n step S530 a high level analysis of 
9 * the acquired data is performed Control then continues to step S640 

[0068] In step S540. a determination is made whether the high level analysis suspects a problem, i.e. whether a 
la lure .s suspected if a 'allure is not found to be impending, control jumps to step S660 wnerc the contro. seauencc 
ends Othe-wisc. control cont nues to step S55C 

[0069] In step S553 a determination is made whether additional data is required. If adaitiona. data is required centre 1 
30 ccntmues to step S560 where additional data is acquired and/or add'tional tests are performea to acquire addit.ona 
data Control then continues lo step S570. 

[0070] in steo S57C a o'ognostic analysis isperformed. Next, in step S580 a determination is made whether a problem 
is continmed '* a problem is confirmed, i.e.. if a failure is found to be impending, control continues to step S590. 
Otherwise contro' jumps to step S660 where the control sequence ends. 
■J* [0071] lnstep559D the appropriate repair action s determined. Then, in step 5600 a determination is made whether 
the determined typo of repair action is an automatic type repar It the determined type ol repair action is automatic 
control continues to step S61 0 where the automatic reoar sequence is commenced. Otherwise, control jumps to step 
S620 

[0072] In step 5620. a determination is made whether the determined type of repair action is a customer type u»pa i. 
-*o |( the determined type of 'epair action is a customer type repair, control continues to step S630 where the appropriate 
in'omirtlion atiLuoi uarts ate (uivvrtiiied to the Customer and/Of system aa mi n.stiator. OtJ euvisc contro! jump:- lo s;cm 

[uuVjj :r. step ssvj. eeiem , : ,, H: on yj m:-:ue vveivu' me u ji*j"" neu lype o ; !■-;.-•! ^•-. e" t a '-uz «.'-.■•■••_• v. 
pnnww tynp rnnxn if tno ciotormmrri lyne o! repair action is a cusiomer sen/ice engineer tyoe icoair. control coniinucs 
^5 io step S65u where tne service request is initialised Otnerwisc control jumps to step S660 wne»c tne control sequence 
ends 

[0074] Ab snow" in ~iq 1 . the diagnus s and failure p'ediui'O'i system is pre'e'abiy irnpit'ri:cnlud edhtir on n s tujk. 

UJwCJii-.. Ijv'r'ti ri JJCJfUUt.i..* LOi.i^'utui Q: oCprt: rtlu fJl Oy:'dt n"i*lt;U -jUf tOi rt ! pUi'pO^e COiVtpjiO* : ''Oyv'CVCr l r lC Zi'a'Jj~C5'-c m : *0 

fa:iure p-ed,ction system can aiso be implcmenteo on a speoiai purpose compute?, a programmed microprocessor o: 
so microcontrolle r and ocr phcral integrated circuit element(s) an ASIC or other integrated circuit, a d gita! signal proc- 
essor a hardwired electronic or logic circuit sucn as a discrete element circuit, a programmable logic device sucn as 
a D LD. PLA FPGA. PAL or the ike In general any device capable ol implementing a finite state machine tnat is ir 
turn capable of 'mplemcriting the flowcharts shown in Figs. 3-5 can be used to implement the diagnosis and faille 
prediction systcrr 

5 5 [0075] Fudhcrmore the disclosed method may be readily imotemented in software using object or objec'-oncrtca 
software deve'opment environments that provide portable source coae that can he used on a variety of rnmoutnr or 
workstation hardware platforms Alternatively the disclosed scaich system may be 'mpiomented part a I iy or fully n 
hartiw^e _s ny standard logo ctrcjils ci a VLSI design Whether software cr Ivirdwa'c is used to :mp!eni_*r f 
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systems and ^ct K oas in acccroanre w.th ths "venticn :s dependent or the speed anchor eff:c orcy requirements of 
\"D sys:em [ri particular fu^ct:crs ana the pant cular software or harowa-c systems or m coprocessor oi r;crccom- 
v. ^v^em* ticwx\ ;/oJ T ru? uan/tos'S anu fa i.re predict on systems ana rnetnods described abovs however 
~ -e r c ,c. y ~p emr-tea n "v* aware o r so't\va'o usi°g any known or later-developed systems o r structures aevces 
a: A c ^o'twaro by those sk I ed the aopiicabiO art witnout undue experimentation Iron- the functoral description 
r-ev aca herein togethe r witn a qcno r a knowledge of the computer arts 

[0076] Moreover tne disciosca methods may oe read ly implemented as software oxecutedon a programmed genera! 
- '['use compute a special ourposc computer, a microprocessor or the Ike. in tnis case the methods and sys;ems 
u' ih * invention can be implemented as a routine emoedded on a persona; computer such as a Java'*> or CGI script 
rti a resour ce -cs dirg on a server or graphics workstation as a routine embedded in a aedtcatea diagnosis and failure 
P* .M.eticn corlroi system or the ike The diagnos s ana failure prediction system can a : sooe implemented by physical.y 
';:^*oorat:ng the system ana method into a soltwarj ana/or hardware system, such as tne nardwaro and softwatc 
sv^ems of a workstation or codieated diagnos-s and failure prediction control system 

[0077] t is thcrcfcrc. apoarcnt that there has been provided m accordance with the present invention, systems and 
memoes to r d agnosis and taiiu'e prediction of electronic systems within distributed netwoiks. 



Claims 

1 . A i>yi>l*_n i Ilt 'mlure prcuiut'v. uiagnos ^ and r .mediation of at least one electronic system in a distributed netwo k 
con prising 

a data accuisitton crcuit that acquires data about tne at least one electronic system: 

a prediction crcuit truU pcr'orms at least one of a prognostic a^d a diagnostic analysis of the acqLircd data are 
a repair p.arrrg crcuit thatdcterm nosan appropriate repair action in response to at least one ol a prognostic 
ana a diagnostic anays.s. wherein the aporoonato repair action is at least one of an autonomous repair, a 
customer tyoe rcpa;* and a customc i-cv cu engineer type repair. 

2. The system of c am < I jrihcr comprising an autonomous repair circuit that controls the autonomous r epair 

3. The system of ciaim 2 wnerc.n the autonomous repai r circuit establishes a communication with the at least one 
electronic system :hc commun cation rcludmq at least one of transferring monitoring information, interrogation 
information cortrol info r mat<on 'coat' n'ormalion and results of the failure prediction, diagnosis and remediation 
arn ys.s 

4. The system cf any of claims 1 to 3. wherein the repair planning circuit forwards at least one of a repair information 
to acustomer a parts request to an appropriate entity a service request notification to a customer service engineer 
ana an autonomous repair entity 

5. The system cf any of the preceding claims wherein acquired data is at least one of component level data system 
level data event level data job «cvel data cont'O' data diagnostic data environmental data machine usage data 

b. ! nc system or any oi irt* preced nrjciatms v.iu;.*t. a ir: ihe ncquired d.-ita is acuj:ieci in uned moit* OpCiatiOna : TijCtCS 

Ul I I il* UlL^tlU.IIU Jyj^ IHW I ^ < t l W I "~> ^ «.« <SS> >< 1-41 ,, tWU«~ 4-4 Vliuy >WW«<W ...WVW 4.. w~. ...www — • ■ - ^ ■ ■ f> 

alorg mode 

7. r n_ i ^y^Ie• , j ( -! n y 'J f t a e ^»e:o.' in< j c'" n,Q " 1,1 ( no a' '^as' o^n of th<> nrugnust r ara the diagnostic analysis 
r, o ;see on at ieast cr.e c f a Ihrchhcld rtnd'ysis. d stat stica! analysis a signature analysis a fed araryss a 
t;mmg analysis an event secuence ana ysis. a pattern analysis, an image processing technique, a Quantitative 
ana a qualitative state ectimation technique a model basec diagnostic technology, a look-up table, a bayesian 
rclwoi^ a causal rclwork a neural network basca analysis, a fu//y logic based analysis, a rule based system 
ana ysis and an cxper. system 

8. *^he system cf any of the prccoomg cla ms further comprising a routing circuit that routes a part request to at east 
ore part supplier 

9. The system of any o' re preceding clams funhcr comprising a database that stores at least a portion of the 
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arquiroci na:a 

10. A Tdncd ?c? failure predctxn Diagnosis Rid r emedf.t m of an clectrcric system r n distncutea nclwoikcom 
pusing 

5 

acqurng data about one or more electron c systems 

performing at icast one of a prognostic and a diagnostic analysis o' the acquired cau a^d 
determining an appropriate repai? action in response to the at least ore of the pro^nosl c and the diagnostic 
analysis wrcre;r the appropriate rcpa r action is at Iras! one of an autonomous repair a customer type repr..' 
id a n a a cusiome? service engineer lype repair 

J5 

ro 

3'j 
35 

■4 'J 

bO 
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